IHAMATKA AJI51 OBYYAIOHINXCH Ob _
NHO®OPMAIINMOHHOMU BE3ONNTACHOCTU AETEHN

C KaXK/[bIM rooM MOJIOAEXMN B UHTEPHETE CTAHOBMTCA 60/IbLLE, & LUKO/IbHUKM OfHU
M3 CcamblX aKTWMBHbIX [Mofb3oBaTener PyHeta. Mexzgy TeMm, MOMWMO OFPOMHOrO
KOMMYecTBa BO3MOXHOCTEN, MHTEPHET HECET U NPo6/ieMbl. ITa NamaTKa A0o/HKHA MOMOYb
Tebe 6e30MacHO HaXOAUTLCA B CETW.

KomnbrorepHbie BUpYchI

KoMnbtoTepHbIi  BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHBLIX MPOrpamm,
OT/INYUTENBHOW OCOGEHHOCTLHO KOTOPOI SIBNSIETCS CMOCOGHOCTb K PasMHOXeEHM0. B
[I0NONHEHME K 3TOMY, BUPYChI MOTYT MOBPEAUTL U/ NMONHOCTbI0 YHUUTOXUTDL BCE (haiinbl
W [aHHble, MOAKOHTPONbHbIE MONb30BATENO, OT MMEHW KOTOpOro 6blna 3anylieHa
3apaeHHas nporpaMma, a TakkKe MOBPEAUTb WU AaXKe YHUUTOXWTb OmnepaLMoHHYo
CMUCTEMY CO Bcemu (haiinamm B LENOM. B GONMbLUMHCTBE Cy4YaeB pacrnpoCTpaHsHTCS
BMPYCbI Yepe3 HTEPHET.

MeTogb! 3aL1Thbl OT BPEAOHOCHBIX MPOrpamm:

1. Wcnonb3yli COBpPeMeHHble OMepaLyoHHbIE CUCTEMbI, MUMEHOLLNE CEPbE3HbII
YPOBEHb 3aLLWTbI OT BPEOHOCHbIX NPOrpamMm;

2. TlocTosiHHO  ycTaHaBnMBa  nayTy  (4MGpPOBbIE  3annaTkKu,  KOTOpble
aBTOMaTMYeCK/ YCTaHaBNMBAKOTCA C LEMb0  4opaboTKM nporpaMmbl) W Apyrue
06HOB/EHMS CBOEN OMNepaLMOHHON cucTeMbl. CKaumBai UX TONIbKO C 0thMLManbHOro canTa
paspaboTumka OC. EC/n CyLLeCTBYET PeXXMM aBTOMaTMUYeCKOro 06HOB/IEHWS, BK/KOYM €T 0;

3. Pabotail Ha cBOeM KOMMbiOTEPEe MOfJ MpaBaMu MONMb30BaTENs, a He
aAMUHMCTpaTopa. 3TO He MO3BOMAT  BO/BLUMHCTBY  BPELOHOCHbIX  NPOrpamm
WHCTaIIMPOBATHLCA Ha TBOEM MEPCOHA/TbLHOM KOMMbHOTEpE;

4. Wcnonb3yi  aHTMBMPYCHble  MPOrpaMMmHble  MPOAYKTbl  U3BECTHbIX
MPOM3BOAMTENEI, C aBTOMATUYECKUM OOHOB/EHVEM 6a3;

5. OrpaHnyb HU3NYECKUil AOCTYN K KOMMNbIOTEPY A5 MOCTOPOHHUX NNL;

6. Vcrnonb3yii BHeLLIHWe HOCWUTENN MH(OPMaUuK, TakMe Kak (iellka, AUCK WUau
haiin U3 MHTEPHETA, TONbKO U3 MPOBEPEHHbIX NCTOUHNKOB;

7. He OTKpbiBali KOMMbOTEPHbIE (halifibl, MOMYYEHHbIE W3  HEHAAEXKHbIX
MCTOYHMKOB. [axke Te haii/ibl, KOTOPbIE NPUCaN TBOI 3HAKOMbINA. J1yulle YyTOUHU Y Hero,
OTNPaBNSN N OH Tebe UX.

Cerun WI-FI

Wi-Fi - 3T0 He BUf Nepefayn JaHHbIX, He TEXHOMOI A, a BCero Mb BpeHs, Mapka.
Ewe B 1991 roagy HuaepnaHackas KoMnaHua 3apernctpuposana 6peHs "WECA", yto
obo3Hayano cnosocodetaHne “Wireless Fidelity”, KOTOpbI nNepeBOAMTCS  Kak
"6ecrnpoBogHas TOYHOCTb".

[10 Halwero BpeMeHu gowina apyras abbpesuaTypa, KOTopas fBMSAETCH TaKOon e
TexHonorven. 9t1o abbpesmatypa "Wi-Fi". Takoe Ha3BaHMe Obl0 AaHO C HaMEKOM Ha



CTaHapT BbICLLENA 3BYKOBON TexHUKM Hi-Fi, uTo B nepeBofe O3Ha4aeT ''BbICOKast
TOYHOCTL".

[a, 6ecnnaTHbli WMHTEPHET-AOCTYN B Kade, OTENsaX W asponoprax SBAseTcs
OT/IMYHOW BO3MOXKHOCTbIO BbIXOAa B WUHTEPHET. HO MHOrme 3KCnepTbl CYMTAKOT, UTO
obuwenoctynHble Wi-Fi ceTu He SBNA0TCA 6e30nacHbIMU.

CoBeTbl Mo 6e30nacHOCTN paboTbl B 00LLef0CTYMHbIX ceTax Wi-fi:

1. He nepepaBali CBOK IMYHYHO MHhOpMaLuio Yyepes o6LieaocTynHble Wi-Fi ceTn.
PaboTas B HMX, XKefaTenbHO He BBOAUTL Naposv A0CTYNa, IOrMHbI 1 KakKue-To HOMepa,;

2. Vicnonb3ayii n 06HOBNAN aHTUBMPYCHbIE NMPOorpamMmMbl U 6paHaMayep. Tem cambim
Tbl 06e30nacKLb cebs 0T 3aKauku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpu ncnonb3oBaHun Wi-Fi oTkoum gyHkumio "O6wuidi goctyn K (aitnam un
npuHtepam”. JlaHHas (YHKUMSA 3aKpbiTa MO  YMONYaHWI, OfHAKO HeKOoTopble
Mo/Ib30BaTeNM aKTUBUPYIOT ee ANa yA06CTBa UCMNOMb30BaHNA B paboTe unm y4yebe;

4. He ucnonb3yin ny6nunuHbii WI-FI gnsa nepegayv NMUHbIX AaHHbIX, Hanpumep Ans
BbIX0Ja B COLMaIbHbIE CETU UM B ANIEKTPOHHYO MOYTY;

5. Ncnonb3yi TONbKO 3aluiLeHHoe coeamHeHne vepe3 HTTPS, a He HTTP, T.e.
npu Habope Beb6-aapeca BBOAN MMeHHO “https://*;

6. B moOunbHOM TenedoHe OTKAHOUM (yHKUMO “TogkntoveHve K Wi-Fi
aBTOMaTM4ecKn". He gonyckai aBTOMaTUUYeCKOro NOAKMHOYEHNS YCTPOnCTBa K ceTam Wi-
Fi 6e3 TBOero cornacus.

ConuajabHble CeTH

CoLmarbHble CETW aKTMBHO BXOASAT B Hally >XM3Hb, MHOTVE /l0AX paboTarT U
XXMBYT TaM MOCTOSIHHO, a B Facebook yxke 3aperucTpupoBaH Munvapg YesoBeK, uTo
SIB/IIETCS OfIHO CeAbMOVA BCEX XKMTEeNEN nnaHeTbl. MHOrMe Nnonb3oBaTenn He NOHKUMALOT,
4TO MHGOPMALMS, Pa3MELLEHHAs VMU B COLMA/IbHBIX CETSX, MOXET 6bIThb HaijeHa W
CMO/Mb30BaHa KEM YrofjHO, B TOM YMC/e He 0683aTe/IbHO C 61army HamepeHUSMU.

OCHOBHbIe COBETbI M0 6e30MacHOCTA B CouMaJibHbIX CETAX:

1. OrpaHuyb CNMCOK apy3eil. Y Te6s B ApY3bsAX He AO/MKHO BbiTh CAYyYaiHbIX U
HEe3HAKOMbIX Nofiel;

2. 3all|MLLIal CBOKO YaCTHYHO XM3Hb. He yKasbiBaii naponu, TenedoHbl, agpeca, AaTy
TBOEr0 POXAEHUS W APYrY0 NIMYHYHO WHHOPMALMIO.  3M0YMbILLNEHHNUKA  MOTYT
MCMONb30BaThb AaXKe MH(POPMALMIO O TOM, KaK Thl M TBOV POAWUTENN NIaHNPYeTe NPOBECTY
KaHWKYbl;

3. 3allmLLaii CBOKO penyTaLmMio - IEPXKK ee B YACTOTE 1 3aaBaii cebe BONPOC: XOTen
6bl Thl, YTOObI APYT1e NOb30BATENN BUAENN, UTO Thi 3arpyKaellb? MoaymMaid, npexae uYem
YTO-TO OMYy6NMKOBATb, HAMWUCATL U 3arpy3nTb;

4. Ecn Tbl TOBOPULLbL C IOAbMM, KOTOPbIX HE 3Haellb, He WCMOMb3yii CBOE
peasibHoe UMS 1 APYTYHo NNYHYI0 UHAOPMALMN: UMSI, MECTO XNTENbCTBA, MECTO YUebbl 1
rpouyee;



5. N36eraii pasmelieHns qotorpaduii B MHTepHeTe, rae Tbl M306paXkeH Ha
MECTHOCTM, N0 KOTOPOI MOXHO ONpeaennTb TBOE MECTOMO/IOXKEHUE;

6. Mpy perncTpaummn B coUManbHO CETU HEOBXOAMMO WCMOMb30BaTh COXHbIe
Maponu, CocTosLLMe U3 BYKB W LGP 1 C KONMYECTBOM 3HAKOB He MEHee 8;

7. Ans coumanbHOl CeTW, MoYThbl U [APYruMx caiiToB HEO6XOAMMO WCMO/b30BaTh
pasHble naponu. Torga ecnu Tebs B3NOMAOT, TO 3710YMbILLIEHHVUKA MOAyYaT AocTyn
TONbKO K OZIHOMY MECTY, a He BO BCe cpasy.

DJIeKTPOHHBbIE IEeHbI'H

ONEKTPOHHbIE [EHbIM - 3TO O4YeHb YAO0OHbLIA Ccnocob nnaTexei, OAHAKO
CYLLECTBYHOT MOLLIEHHVKM, KOTOPbIE XOTAT NOMYYMTb 3TU AEHLIU.

3]'IeKTp0HHbIe OEHbIM NOABU/INCL COBCEM HEAABHO W MMEHHO WM3-3a 3TOr0 BO
MHOIrmx rocygapcrtBax Ao CX rnop He nponmcaHo npo HKUX B 3aKOHax.

B Poccum ke OHU PYHKLVOHMPYIOT U O HUX Y)XE MPOMMCaHO B 3aKOHE, ae UX
pa3aenstoT Ha HECKONbKO BWAOB - aHOHWUMHbIE N HE aHOHWMHbIE. PasHMLUA B TOM, YTO
aHOHVMHbIE - 3TO T€, B KOTOPbIX pa3peLlaeTcs NPoBoAUTL onepauumn 6e3 naeHTudmKaumm
MoMb30BaTeNs, & B HEAHOHUMHbIX MAEHTUMNKALMS NONb30BaTeNs ABNSAETCA 0683aTENbHON.

Takke cnefyeT pasfvyatb  3MEKTPOHHble  mMaTHble  AeHbrn  (PaBHbl
rocyfapCTBEHHbIM Ba/lloTaM) W 3/1eKTPOHHbIE HeuaTHble [eHbrM (He paBHbl
rocyapCTBeHHbIM Ba/lOTaMm).

OCHOBHbIe COBETbI M0 6e30MacHoli paboTe C 3NEKTPOHHBIMMU AeHbraMU:

1. TIpMBSHXM K CYETY MOOWU/bHbLIA TenedoH. 3TO caMblii YAOOHbLIN U ObICTPLIN
CNoco6 BOCCTaHOBUTL JOCTYI K cyeTy. [NprBs3aHHbIN TenetoH NOMOXET, ecnn 3abyaeLlb
CBOW NMaTEXHbIN Napob UK 3aiifellb Ha CaiiT C HE3HAKOMOTO YCTPOMCTBA;

2. Vicnonb3ylii ofHopa3oBble naponn. [locne nepexoda Ha YCWUIEHHYHO
aBTOpu3aLmio Tebe yxe He ByLeT yrpoXkaTb OMacHOCTb KPaXkn U NepexsaTa niaTeXxHoro
napons,

3. BbiGepy CnoxHbIi naponb. MpecTynHuKam 6yaeT He NPOCTO yragaTh CMOXKHbINA
naponb. HaaeXHble Naponn - 3TO Napo/nn, KOTopble COAepXKaT He MeHee 8 3HAKOB W
BK/OYAtOT B Ce6S CTPOUHbIE M MPOMNUCHbIE BYKBbI, L(PbI Y HECKOMbKO CMBO/OB, TaKne
KaK 3HaK [joninapa, (hyHTa, BOCKIMLATE bHbINA 3HaK 1 T.M. Hanpumep, $tRONg!;;

4. He BBOAY CBOV INYHbIE laHHbIE Ha CaiiTax, KOTOPbIM He JoBepseLLb.
DJIeKTPOHHAS MOYTA

ONeKTPOHHAs MoyTa - 3TO TEXHONMOTMS U MpPeAocTaB/sieMble €K YCIyru o
MEepPecbisIKe 1 MOMYYEHNIO 3MEKTPOHHBLIX COOGLLEHMIA, KOTOpble pacnpeaenstoTcs B
KOMMbHOTEPHON CeTW. OOGbIYHO 3MEKTPOHHBIA MOYTOBbLIA ALIMK BbIFMSAUT CNEAYHOLLM
06pasoM: VMs_Nonb3oBaTeNsi@uMs_aoMeHa. Takke KpoMe repefayn MpocToro TEKCTa,
MIMeeTCsl BO3MOXHOCTb MepeaaBaThb (aiibl.

OCHOBHble COBETbI N0 6e30MacHo paboTe C 3NEKTPOHHON NMOYTONA:



1. Hago BblbpaTb MpaBW/bHbIA MOYTOBBIA CEPBUC. B MHTEpHETE eCTb OrPOMHbIA
BbI6GOP 6ecniaTHbIX MOYTOBLIX CEPBMCOB, OAHAKO /yYlle AOBEPATb TEM, KOro 3HaeLlb U
KTO MepBbIA B PEATUHTE;

2. He ykasblBalh B /IMYHON MOYTE SIMYHYIO WHDOpMauMo. Hanpumep, nydiue
BbIOpPaTh "My3blKa/IbHbIA_(haHaT@" nnn "pok2013" BmecTo "Temal3™;

3. Vicnonb3yil AByxaTanHyto aBTopu3aumio. ITO Korga MoMyMMO Naposisi HY>XHO
BBOAUTb KOZ, NPUCLIaeMbIin Mo SMS;

4. Bblbepu CNoXHbIA Naponb. AN KaKAoro no4ToBOro Awmka 4o/MKeH ObiTb CBOM
HaAeXHbIiA, YCTOMUMBBIN K B3/1OMY Mapo/ib;

5. Ecnn ecTb BO3MOXHOCTb Harnucarb CaMmoMy CBOI JIMYHbIA BOMPOC, UCMO/b3YH
3TY BO3MOXHOCTb;

6. icnonb3yit HECKO/IbKO NMOYTOBBIX ALLMKOB. [MepBblIi 418 YaCTHOW NEepenmckun ¢
afipecatamu, KOTOPbIM Tbl JOBepseLlb. ITO 3/IEKTPOHHBIA afpec He Hafo UCMOoNbL30BaTb
Mpy perucTpaummn Ha opymax 1 caiTax;

7. He oTKpbIBaii (haiinibl U Apyrue BAOXEHUS B MUCbMAX, AaXKe €C OHN MPULLIN
OT TBOUX ApY3€id. Jlyulle YTOUHM Y HUX, OTMPaBSNIN M OHU Tebe 3TW aiinbl;

8. Nocne oKoHYaHMA paboTbl Ha MOYTOBOM CepBUCE Nepes 3aKpbITUEM BKIALKU C
ca/iToM He 3abyap HaXXaTb Ha "BbInTn".

KuOepOyaiMHI WM BUPTYaJIbHOE U3/1€BATEILCTBO

KnbepbynnuHr - npecnefoBaHve COOOLLEHUAMW, COLEPXKALLMMU OCKOPO6/IeHNS,
arpeccuto, 3anyrvBaHue; XynuraHcTBO; cOUMa/ibHOe O60MKOTMPOBaHWE C MOMOLLbIO
pas3/IMYHbIX MHTEPHET-CEePBUCOB.

OCHOBHble COBETbI N0 60pbbe ¢ KN6epbynMHIOM:

1. He 6pocaiica B 60i1. JTy4ylunii cnocob: NocoBeToBaTbCsA Kak cebs BECTU W, eC/n
HET TOro, K KOMy MOXHO 06paTuUTbCs, TO BHayase YCMOKOUTbCA. ECnM Tbl HayHellb
OTBeYaTb OCKOPO/EHUAMW Ha OCKOpPO/eHMs, TO TOMbKO elle 60/blie PasoXOKeLlb
KOH(NKT;

2. YnpaBnisii CBOel KnbeppenyTaLmen;

3. AHOHUMHOCTb B ceT MHMMas. CyLLeCTBYHOT CNoco6bl BbISCHUTb, KTO CTOMUT 3a
dHOHUMHBLIM aKKayHTOM,

4. He CTOUT BECTW XyNIMFaHCKUIA 06pa3 BUPTYarbHOM XN3HWU. VIHTEPHET (uKCupyeT
BCE TBOW AECTBUS U COXPAHSIET UX. Y AaNUTb UX GYAET KpaliHe 3aTPYAHUTENbHO;

5. Co6tofjait CBO BUPTYa/bHYHO YeCTb CMOOAY;

6. VIrHopupyii eiMHNYHBIA HeraTe. OHOPa30Bble OCKOPGUTENbHbIE COOBLLEHMS
nyylle rHopupoBaTh. OGbIYHO arpeccus NMPeKPaLLaeTcst Ha HauanbHOW CTaaui;

7. BaH arpeccopa. B nporpamMmax 06MeHa MrHOBEHHbIMU COOGLUEHMSMU, B
couManbHbIX CETAX €CTb BO3MOXHOCTb G/OKMPOBKM  OTNPaBKU  COOGLUEHWIA C
OnpefieNeHHbIX afipeCcoB;



8. Ecnm Tbl cBugeTenb KubepbynnuHra. TBOW AENCTBUA: BbICTYNUTbL MNPOTMB
npecnefosaresns, nokasaTb emy, YTO ero JeiiCTBMS OLEHMBAKOTCA HEraTUBHO, NOALEPXKaTb
YKEPTBY, KOTOPOW HY)XXHa MCUXO/IOrMYeckas MOMOLLb, COOOLWMTL B3POC/bIM O (hakTe
arpeccuBHOro NoBefeHNs B CETW.

MoOubHbIN TeJieoH

CoBpeMeHHble CMapT(OHbI M MMaHLIeTbl CoAepXaT B cebGe BMOMHe B3POC/blii
(hyHKLMOHaN, 1 Tenepb OHX MOTYT KOHKYPMPOBAaTb CO CTaLMOHAPHbLIMI KOMMbHOTEPaMMU.
OpaHako, cpeacTB 3aluUThbl ANS NOA06HbLIX YCTPOMCTB NOKa 04eHb Mano. TecTUpoBaHuWe U
MOWCK YS3BMMOCTEN B HMUX MPOUCXOANUT He Tak MHTEHCMBHO, Kak ans MK, To e camoe
KacaeTcs U MOOU/IbHbIX MPUIOXKEHNIA.

CoBpeMeHHble MOOW/bHbIE Bpay3epbl YXKe MNPaKTUYeCKNU AOrHaIM HaCTO/bHble
aHanory, oflHako paclunpeHne (PYyHKUMOHaNa BeYeT 3a CO60M BONbLUYHO COXHOCTb U
MEHbLUYHO 3alULLEHHOCTb.

[laneko He BCe MPOM3BOAMTENN BbIMYCKAOT OOHOBMEHWS, 3aKpblBatoLME
KPUTNYeCKe YS3BUMOCTH [ CBOMX YCTPOICTB.

OCHOBHbIe COBeTbI A/ 6e30MacHOCTU MOBUILHOTO TesiedhoHa:

Huyero He siBNsieTCs No-HacTosLLeMY 6ecnniaTHbIM. Byab OCTOPOXEH, Beflb Koraa
Tebe npefnaratoT GecnNaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakKue-TO MiaTHble
ycnyru;

[ymaii, npexxae yem otnpaBuTe SMS, POTO MM BMAEO. Thl TOYHO 3HaELLb, Fe OHM
OyZyT B KOHEYHOM UTOre?

Heobxoanmo 06HOB/ATL OMepaLoOHHY CUCTEMY TBOErO CMapT(OHa;

cnonb3yit aHTUBUPYCHbIE NPOrpammMbl 4151 MOGUbHBIX TeNe(OHOB;

He 3arpyxaii NpUoXeHWs OT HEW3BECTHOrO WCTOYHMKA, Befb OHU MOryT
coaepXaTb BPeOHOCHOE NPOrpaMMHoe 06ecneyeHue;

Mocne TOro Kak Tbl BblAf€eLLb C CainTa, rae BBOAW/ IMYHYHO MH(OPMaLMIO, 3aiian B
HacTPOViKu 6pay3epa 1 yaann cookies;

Mepnoanyeckn nNpoBepsid, Kakue MnaTHble YCMyrn aKTWMBMPOBaHbl Ha TBOEM
HOMepE;

[aBaii cBOli HOMep MOBUMILHOTO TeNetoHa TOMbKO MOASM, KOTOPbIX Thl 3HAELLb 1
KOMY [10BepsieLLb;

Bluetooth fomxeH 6bITh BbIK/HOUYEH, KOF4a Thl UM He MONb3yellbesi. He 3abbliBaii
MHOT 12 NPOBEPSTH 3TO.

Online urpsel

CoBpeMeHHbIe OHMaliH-Urpbl - 3TO KPaCOUHbIE, 3aXBaTbIBAlOLLME PA3BEUEHUS,
06beAVHAIOLLME COTHM ThICAY YenoBeK Mo BCeMY MUpY. rpoku nccneayroT AaHHbIA UM
MUp, 06LIAKTCA APYr C [APYrom, BbINOMHSIOT 3aaHUs, CPaXKaloTCs C MOHCTpamu 1
MoMyyYatoT OnbIT. 3a Y0BONMLCTBME OHU NATST: MOKYNaOT AWCK, ONNaunMBaroT aboHEMEHT
VI NMPUOBPETAOT KaKne-TO oMU,



Bce 3TU cpeacTBa MayT Ha MoaaepXaHve WU pasBUTME UMPbl, a TakkKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPM3ALMK, BbIMYCKAOTCS HOBbIE MaTum
(umchpoBble 3annaTKX /18 NPOrpamm), 3aKpbIBAKOTCA YS3BUMOCTMN CEPBEPOB.

B I'IO,EI,06HI:IX nrpax CToUT ofacatbCA HE CTOJ/IbKO CBOMX COMEPHUKOB, CKOJILKO
Kpa>Kn TBOETr 0 naposid, Ha KOTOpOM OCHOBaHa CMCTEMa aBTOPU3al 60/bLUMHCTBA nrp.

OCHOBHbIe COBETbI N0 6e30MacHOCTY TBOEr0 UFPOBOI0 aKKayHTa:

1. Ecnn gpyroil urpok BedeT cebsi MaoX0 WM co3daeT Tebe HenpusiTHOCTW,
3a6/10KMPYI ero B CANCKE UIPOKOB;

2. Moxanyiica agMUHMCTPATOpPaM WUrpbl Ha NOXOE MOBEAEHWE 3TOFO WIPOKa,
KENaTeNbHO NPUNOXNTb KaKne-TO A0Ka3aTebCTBa B BU/E CKPUHOB;

3. He yka3sblBail NIMUYHYIO MH(OPMALLMIO B Npodaline urpbl;
4. YBaxKail ipyrux y4acTHUKOB MO UTpPE;

5. He ycTaHaBnmBai HeothmumanbHble NaTym n Mojpl;

6. VIcnonb3yii CNOXHbIe 1 pasHble Naponu;

7. [axe BO BpeMs Urpbl He CTOUT OTK/IKOYaTb aHTMBUPYC. MoKa Tbl UrpaeLlb, TBOK
KOMMbHOTEP MOTYT 3apasunTh.

OUIIMHT WIH Kpaka JUYHBIX JaHHBIX

OObIYHOWN KpaXKei AeHer N AOKYMEHTOB CErofHs YXXe HUKOr0 He yAMBULUb, HO C
Pa3BUTUEM WHTEPHET-TEXHOMOMMNIA 3/10YMbILLINIEHHUKN MEPEMECTUINCL B UHTEPHET, U
MPOAO/MKAKOT 3aHMMATLCS “NHOOVMMbIM™ [EN0M.

Tak nosiBunack HoBas yrpo3a: MHTEPHET-MOLUEHHNYECTBA UM (ULLVHT, r1aBHas
Lie/lb KOTOPOro COCTOUT B MONYYEHUU KOH(UAEHUMANbHBIX AaHHbIX MOMb30BaTeNnen -
NOrMHOB M Naponei. Ha aHrnniickom a3bike phishing untaetcs kak dmwmHr (ot fishing -
pblbHas no.ns, password - Naposb).

OCHOBHble COBETbI N0 60pbbe C PULLNHIOM:

1. Cneou 3a CBOMM aKkKayHTOM. Ecnv Tbl Nogo3peBaellb, YTO TBOS aHKeTa Oblna
B3/10MaHa, To He06X0AMMO 3a6/10KMPOBaTh €€ 1 CO0OLWUTL aAMUHUCTPATOPaM pecypca 06
3TOM KaK MOXXHO CKOpee;

2. |/|CI'I0]'Ib3yI7I 6e3onacHble Beb-CaiTbl, B TOM YUCIE, NHTEPHET-MarasmHoB U
MONCKOBbLIX CUCTEM,

3. icnonb3ayii cnoxHble 1 pasHble naponun. Takum 06pa3om, ecin Tebst B3NOMatoT,
TO 3/10YMbILLEHHWKM NOMYyYaT AOCTYN TO/LKO K OAHOMY TBOeMY Mpodu/to B CETY, a He
KO BCEM;

4. Ecnu Tebst B3noManu, TO Heo6XoAuMO MpeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KOTOpble J06aB/eHbl Y Te6s B APY3bsiX, 0 TOM, UTO Te6s B3/IOMaNN 1, BO3MOXHO, OT TBOET0
MIMEHMN GYaeT pPacchlnaThbCs CnaM M CCbIIKM Ha (DULLMHIOBbIE CalThl;

5. YcTaHoBM HagexHbli naponb (PIN) Ha MOGWUbHbLI TeneoH;

6. OTKNOUM COXPaHEHWE Napons B Gpay3epe;
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7. He oTKpbIBaii (haiinbl 1 Apyrue BNOXEHUsS B NMUCbMaX, [aXKe eCii OHW MPULLIK
OT TBOUX APY3€id. Jlyullie YTOUHW Y HUX, OTNPABASAN 1N OHK Tebe 3TK dhalinbl.

Hudposas penyranus

LinppoBas penyTauus - 3TO HeraTuBHas Wy NO3UTUBHaA MHMOPMaUMs B CETU O
Tebe. KomnpomeTupytoLas MHpopMaums, pasmeLLleHHas B MHTEPHETE, MOXKET Cepbe3HbIM
06pa3oM OTpasuTbCA Ha TBOE peasibHOM XM3HW. "LindpoBas penyTaums™ - aTO TBOW
UMUK, KOTOPbIA hopMUpyeTCs 13 MHGopMaLmMm 0 Tebe B MHTEPHETE.

TBOE MECTO XXWUTeNbCTBa, Y4ebbl, TBOE (DMHAHCOBOE MOMOXEHNe, 0COBEHHOCTHU
XapakTepa 1 pacckasbl 0 6/IM3KNX - BCE 3TO HaKan/jMBaeTCs B CETU.

MHorve noApPOCTKM  NIErKOMBIC/IEHHO OTHOCATCA K Ny6nukauum  JINYHOM
MH(opMaLmm B IHTepHETe, He MOHMMast BO3MOXHbIX MOCNeACTBUIA. Thl AaXKe HE CMOXeLLb
[orafatbCs 0 TOM, YTo (hoTorpadms, pasmeLieHHas 5 ieT Hasag, ctasa NPUYMHON 0TKasa
NPUHATL Tebs Ha paboTy.

KommeHTapun, pasmelyeHve TBOMX oTorpaguii 1 apyrue LeicTBMS MOTYT He
MCYE3HYTb AaXe NOc/e TOro, Kak Tbl UX yAanub. Tbl HE 3HAEllb, KTO COXpPaHWn 3Ty
MH(hopMaLMIO, Nnornana M OHa B MOMCKOBbIE CUCTEMbI M COXPaHUIACh M OHa, a FNaBHOE:
4yTO NoAymaroT O Tebe OKpyKatoljme NtoAM, KOTOpble HaigyT M yBMAAT 3TO. Haiitu
MH(OPMALMKO MHOTO NIET CNYCTS CMOXET 060N - KaK M3 J06pbIX NOBYXAEHWNIA, TaK 1 C
HaMepeHNeM NPUYNHUTDL Bped. OTO MOXET ObITb KTO YrOAHO.

OCHOBHbIE COBETbI M0 3aLMTe LPOBOIA penyTaLmi:

1. Moaymaii, npexae YemM 4YTo-To Ny6ANKOBaTL U NepefaBaTb y cebs B 61ore unmv B
COLManbHON CeTU;

2. B HacTpoiikax npoguns ycTaHOBM OrpaHMYeHNs Ha NPOCMOTP TBOEro npogmns
1 ero coepXX1Moro, caenai ero Tonbko "ans apysen”;

3. He pasmewali 1 He ykasblBail MH(OPMALMIO, KOTOpas MOXeT KOro-moo
0CKOp6NATb NN 06MKaTb.

ABTOpCKOE NPaBo

CoBpeMeHHbIe LLIKO/bHUKY - aKTUBHbIE M0/b30BaTeNN LM(POBOro NpoCcTpaHCTBa.
O[HaKO [aneKko He BCE 3HAOT, UTO MO/b30BaHNE MHOTMMU BO3MOXHOCTSMY LI(POBOIo
MUpa TpebyeT COBMHAEHNS NPaB Ha MHTENNEKTYaNIbHYH COBCTBEHHOCT.

TepMuH "MHTenneKTyanbHas CO6CTBEHHOCTL" OTHOCUTCSA K pa3/iniHbIM TBOPEHUAM
Ye/IOBEYECKOr0 YMa, HauMHass C HOBbIX W300peTeHWiA U 3HaKOoB, 0603HaYaroLLMX
COOGCTBEHHOCTb Ha MNPOAYKTbI W YCNYrW, W 3aKaH4MBas KHuramu, ¢oTtorpapusamu,
KWHO(UIbMaMU 1 MY3blKa/IbHbIMW MPOU3BeAEHNAMMU,

ABTOpPCKME MpaBa - 3TO MNpaBa Ha WHTENNEKTyalbHYl0 COGCTBEHHOCTb Ha
NPOU3BEAEHNST HAyKW, NUTEpaTypbl M WCKYcCTBA. ABTOPCKME MpaBa BbICTYNalOT B
KauecTBe rapaHTUM TOro, UTO VHTENNEKTYasbHbI/TBOPUECKNIA Tpys aBTOpa He 6yaeT
HanpacHbIM, 4acT emy crpaBe//viBble BO3MOXHOCTM 3apaboTaTh Ha pe3ynbTaTax CBOEro
TpyAa, NONyYnTh U3BECTHOCTb U MPU3HaHME. HUKTO 6e3 paspelleHnst aBTopa He MOXET
BOCMPOV3BOAUTL €ro MPOV3BeAeHWe, PacnpoCTPaHATb, MyG/MYHO [AEMOHCTPUPOBATb,



npojaBaTb,  MMMNOPTMPOBaTb, MNyckaTb B MpoKaT, My6AMYHO  WUCMOMHSTB,
MOKa3blBaTb/UCMONHATL B 3tMpe Unn pasMeLlaTb B IHTepHETE.

cnonb3oBaHWe “MMpaTCcKoro” nporpamMMHOro 06ecrneyeHnst MOXKET NMPUBECTU K
MHOTMM pUCKaMm: OT MOTepW AaHHbIX K TBOMM aKKayHTaM A0 G/IOKMPOBKM TBOErO
YCTPOWACTBA, rfle YCTaHOB/IEHa HeneranbHas nporpaMma. He cTouT Takxe 3abblBaTb, UTO
CYLLIECTBYIOT flerasibHble 1 6ecniaTHble NPOrpamMMbl, KOTOPbIe MOXHO HaTL B CETU.

O nmopraJie

CeTeBMYOK.ph - TBOW rNaBHbIA COBETUMK B CETU. 3AECb Thl MOXELUb Y3HaTb O
6e30MacHOCTM B CETU TMOHATHbIM W JOCTYMHbLIM S13bIKOM, & NPU  BO3HWKHOBEHWM
KPUTUYECKOW CUTYyaLmmn 06paTUTLCS 3a COBETOM. A TakXKe MPUHSATL Y4acTue B KOHKypcax
M CTaTb CaMbIM LIM(POBbLIM FpaXKgaHNHOM!

U3 nucoma Munoopuayku Poccuu om 14.05.2018 Ne (08-1184



